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Financial threats
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Number of unique users attacked by financial malware, Q3
2019
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Geography of banking malware attacks, Q3 2019

Name Verdicts A
1 Zbot TrojanWin32_ Zbot 267
2 Emotet BackdoorWin32 Emotet 2359
3 RTM Trojan-Banker Win32 RTM 193
4 Mirmnul Wirus.Win32.Nimnul 6.6
5 Trickster Trojan.Win32 Trickster 5.8
& CliptoShuffler Trojan-Banker Win32 CliptoShuffler 54
7 Nyrmiaimm Trojan. Win32 Nyrmaim 36
8 SpyEye Trojan-5py. Win32 SpyEye 4
9 Canabot Trojan-Banker Win32 Danabot 3.3
10 Neurevt Trojan.Win3i2_Neurevt 13

** Unigue users attacked by this maiware as a percentage of ail users sttacked by financil malware,
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Ransomware programs

5,5 4y pamie 5 YYASFY g, b8l 2l oMam (ojle o

File encryption

& 1.docx.locked Demand of File
—> @ 2xlsxlocked - ransom . Payment - decryption

B 3 pnglocked $1000 (maybe)

File location

Ransomware Ransomware @ 1docx

delivery execution @ 2.xlsx

R 3.pn
i Ransom.txt

Ransomware: stages




A—b) 5 axwgi Jlo o La I8l 2 LS p0 as b ldlany 516,500 g9
La 58l 2 g yalls o la ol o, Slee o)l s Wiper siwa
9 an plagy ol Lel cslolyan 2l cnlyzyo g o Ll pb pss b
Leial 09,5 oo oS (o o> 1) Lo LU lgone (6 p il oS

o -~
C : Jbadate.exe
‘4 y al AJ
srocleare vwibper
) | | 14




Number of users attacked by ransomware Trojans

In Q3 2019, Kaspersky products defeated ransomware attacks against 229,643 unique KSM users. This is slightly fewer than
the previous quarter.

110,000

100,000 100,380

91,027
90,000 88,175

80,000
70,000
60,000
50,000
40,000
30,000
20,000
10,000

0

July | August | September

kaspersky

TOP 10 most common families of ransomware Trojans

MNarme Verdicts *% of attacked users*
1 WannaCry Trojan-Ransom Win32 Wanna 20.96
2 [generic verdict) Trojan-Ransom Win32 Phny 2001
3 GandCrab Trojan-RansomWin32 . GandCrypt 858
4 [generic verdict) Trojan-Ransom Win32.Gen 8.36
5 [generic verdict) Trojan-Ransom Win32 Encoder 6.56
5] [generic verdict) Trojan-Ransom Win32.Crypren 5.08
7 Stop Trojan-Ransom Win32.5top 463
B Rakhni Trojan-Ransom Win32 Rakhni a7
E [generic verdict) Trojan-Ransom Win32 . Crypmeod 277
10 PolyRansom/VirLock Virus.Win32.PolyRansom 250

Trojan-Ransom Win32. PolyRansom

* Unigue Kaspershy users attacked by the specified family of ransomware Trojans as a percentage of all users attacked by ransomware Trojans.
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Number of users attacked by miners

In &3, we detected attacks using miners on the computers of 639,496 unigue users of Kaspersky products worldwide.
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Geographical spread of countries by share of users attacked by miners, Q3 2019
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Attacks via web resources
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Distribution of web-based attack sources by country, Q3
2019
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Geography of malicious web-based attacks, Q3 2019
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Geography of local infection attempts, Q3 2019
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